TERMS OF REFERENCE

Supply and Delivery of ICT Software Subscriptions for Desktops and Laptops, Two
Hundred Fifty (250) Desktop Office Application and Collaboration Tool with Cloud
and Defender for the National Security Council

A. BACKGROUND
A.1  THE PROCURING ENTITY

The National Security Council (NSC) is the principal advisory body on the proper
coordination and integration of plans and policies affecting national security. It oversees the
implementation of national security policies and directives and has the duty to carry out planning
and coordination of national security related programs (Executive Order 115, series of 1986; as
amended by Executive Order No. 33, series of 1992; and Executive Order 34, series of 2001).

A.2 PROJECT OVERVIEW/OBJECTIVE

The NSC intends to procure desktop office applications and collaboration tools with cloud
services to enhance productivity and collaboration within the organization.

- To provide a comprehensive suite of office productivity tools (word processing,
spreadsheets, presentations, etc.) available both for desktop and web-based

environments.
- To enable seamless collaboration and file sharing through cloud services.
- To ensure data security and compliance with organizational policies.

A.3 PROJECT SCOPE

The winning bidder should be able to deliver the following:

a) Deployment/implementation: The deployment and implementation of the
procurement of both desktop and web-based office productivity tools and collaboration
tools with cloud services for NSC personnel.

b) Supply and Delivery: Procurement of Two Hundred Fifty (250) user accounts of

desktop collaborative tools with cloud services subscriptions for one (1) year/ 12 months
as mentioned in the minimum technical specifications.

B. PROJECT ESTIMATES

B.1 APPROVED BUDGET COST
The NSC intends to procure Two Hundred Fifty (250) Desktop Office Application and
Collaboration Tool with Cloud Services Subscriptions in the sum of Eight Million Pesos (Php
8,000,000.00) being the Approved Budget for the Contract (ABC) inclusive of all applicable taxes.
C. BID REQUIREMENT

C.1 TECHNICAL SPECIFICATIONS

The most responsive bidder shall supply and deliver the following minimum technical
specifications for the Desktop Office Application and Collaboration Tool with Cloud Services:
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DESCRIPTION

Identity and access management for secure access
across applications

Standard email protection against spam, malware, and
known threats

Protection for data through message encryption and
sensitivity labeling (basic)

Safeguard data with basic retention policies and labels
Search and discovery tools for compliance and legal
requirements

Built-in security measures such as data encryption and
multi-factor authentication

Secure cloud-based content management with
enterprise-grade protection

Support for conditional access policies (basic)
Protection against accidental deletions with file
versioning and recycle bin recovery

Audit logging for user and admin activities (standard
audit capabilities)

Basic Data Loss Prevention (DLP) policies for email and
files

Shared computer activation feature for shared
environments

Group policy and roaming settings support

3. Collaboration and Communication Tools:

ITEM QUANTITY
I.  Minimum Requirements for 240 Accounts: |
1. Productivity Apps:
Includes full suite of office productivity tools for:
- word processing
- spreadsheet
- presentation
- email and calendar application: 100 GB mailbox and
unlimited archive storage.
- With integrated cyberthreat protection for email and
collaboration tools
- Notes
- document management and collaboration platform with
combined chat, video conferencing, file sharing, and app ,
integration |
- secured cloud storage for sharing and collaboration on {
files with at least 1TB of storage ‘
- database management tool \
- desktop publishing application ?
- apps available both in desktop and web-based platform. }
- Desktop/mobile app can be installed up to five PCs, i
Macs, five tablets, and five phones per user 3
2. Security and Compliance: 250-user ;
; account |
|
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- Access to cloud storage with at least 1TB per user,
accessible across devices

- Collaboration platform combining chat, meetings, file
sharing, and app integration

- Web-based document management and collaboration
platform

- Tools for creating, sharing, and managing content within
teams

- Basic reporting on usage and activity (admin-level
insights)

- Secured and reliable business-class email with 100GB
mailbox per user

- Digital collaboration tools for teamwork (e.g., whiteboard
functionality)

- Appointment scheduling and calendar management
tools

- Ability to create surveys, quizzes, and
formsCustomizable Al agent in a single click by
choosing the content the agent is scoped to.

4. Integration & Extensibility:

- Tools to create basic workflows and automation

- Ability to build simple apps and forms

- Integration with Microsoft and selected third-party
applications

- Workflow automation to streamline routine tasks

- Collaborative task management tools

- Data connectivity from supported standard data sources.

5. Advanced Features:

- Professional meeting solution with unlimited meetings
with recordings and transcripts. Host webinars or large-scale
meetings for up to 300 attendees up to 30-hours per meeting.

- Split meetings into smaller groups for focused
discussions.

- Virtual backgrounds that make participants feel like
they're in the same room.

- Translate a document into multiple languages
simultaneously or create a glossary of specific translations.

- Use Al in autofill columns to extract, summarize, and
generate metadata from files.

- Help employees thrive with data-driven, privacy-
protected insights

- Uses an API to provide access to insights in the device
and app management

Il. Minimum Requirements for 10 Account:

1. Productivity Apps:
Includes full suite of office productivity tools for:
- word processing

- spreadsheet
- presentation

Terms of Reference: Supply and Delivery of ICT Software Subscriptions for Desktops and Laptops, Two Hundred Fifty (250) Desktop Office

Application and Collaboration Tool with Cloud with Defender for the National Security Council R
Page 30f 9




- email and calendar application: 100 GB mailbox and
messages up to 150 MB

- notes

- document management and collaboration platform with
combined chat, video conferencing, file sharing, and app
integration

- secured cloud storage for sharing and collaboration on files
with at least 1TB of storage

- database management tool

- desktop publishing application

- both in desktop and web-based platform.

- Desktop and mobile app can be installed up to five PCs,
Macs, five tablets, and five phones per user

2. Security and Compliance:

a. Provides identity and access management for hybrid and
multi-cloud environments.

- App integrations and single sign-on (SSO) to
connect the workforce to all apps, from any location,
using any device.

- Passwordless and multifactor authentication (MFA)
to help safeguard access to data and apps.

- Conditional access to apply the right access controls

- Identity protection and block identity attacks in real
time.

- Privileged identity management to provide time-
based and approval-based roles activation.

- end-user self-service to help users securely manage
own identity with self-service portals.

- Unified admin centre to manage all multicloud
identity and network access solutions.

b. Enhance security with a unified endpoint security platform for
preventative protection, post-breach detection, automated
investigation, and response:

- Automatic disruption of ransomware cyberattacks by
blocking lateral movement and remote encryption
across all devices.

- Use built-in, security-specific generative Al to rapidly
investigate and respond to incidents, prioritize alerts,
and learn new skills.

- Automatically generate and disperse deception
techniques at scale to expose cyberattacks with
early-stage, high-fidelity signals.

- Gain an unimpeded view of adversaries from global
threat intelligence sources, including the largest
clouds, security organizations, multiple devices,
internet graphs, and experts globally.

- Improve security configuration with prioritized
recommendations for security posture.

- Balance protection and productivity with granular
controls including settings, policies, web and network
access, cyberthreat detection, and automated
workflows.

- Single view of all managed and unmanaged network
devices (across all OS).
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- Simplified security and IT collaboration using unified
endpoint management.

c. Protection against sophisticated attacks such as phishing and

ro-day malware:

Stop lateral movement of advanced cyberattacks, such as
ransomware, with Al to limit a cyber attacker’s progress
early on.

i. Enable rapid response with XDR-prioritized incidents with

complete view of the enable rapid response with XDR-
prioritized incidents.

Respond to cyberthreats at machine speed and scale with
guided response actions, to be able to build complex
queries using natural language, and reverse engineer and
understand adversarial scripts quickly.

Reduce your workload with automated self-healing of
menial tasks and build your own automated response to
recurring alerts in the environment using custom detection
combined with a powerful tool to query and analyze data.
Hunt for cyberthreats across all workloads and uncover
potential blind spots in your environment with a guided,
step-by-step experience. Create custom queries to locate
information across all XDR data.

Multitenant support to streamline incident management and
cyberthreat hunting across multiple tenants with a
consolidated view of incidents, device inventory,
vulnerability management, and advanced hunting.

d. Secure modern identity landscape with cloud-powered

elligence:

Streamlined ITDR through personalized insights and real-
time data within a central dashboard that aggregates all
identity-specific information from across your organization.
Build a comprehensive identity inventory by gaining greater
visibility into unique landscape with a comprehensive
inventory of cloud and on-premises identities.

Investigate at-risk identities with detailed views of each
unique identity’s activities, recent alerts, and overall risk
score.

Use industry-leading detections to identify cyberthreats
quickly and accurately with prebuilt identity detections and
prioritized alerts for the latest cyberattack strategies.
Cloud-based security solution that helps secure identity
monitoring across the organization, integrated with XDR,
and leverages signals from both on-premises Active
Directory and cloud identities to identity, detect, and
investigate advanced threats directed at the organization.
Minimize cyberattack surface area by easily identifying
configuration vulnerabilities and potential cyberattack paths
with recommendations on how to resolve them.

e. Integrated cyberthreat protection against advanced and

phisticated threats for email and collaboration tools, like

phishing, business email compromise, and malwares, with
investigation, hunting, and remediation capabilities to identify,

prioritize, investigate, and respond to threats.
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i. Prevent variety of volume-based and targeted cyberattacks,
including business email compromise, credential phishing,
ransomware, and advance malware with a robust filtering
stack by easily assess, configure and continuously tune the
security posture with prioritized recommendations.

ii. Proactively block threats with a comprehensive protection
stack, driven by Al and automation based on trillion signals
analyzed daily.

iii. Detect and respond to cyberattacks with a unified
investigation experience and advanced analytics tools, full
cyberattack-chain visibility, and advanced hunting
capabilities to identify and prioritize cyberthreats. Extend
investigations to endpoints, identity, and more with XDR.

iv. Respond to and remediate incidents with built-in automation
and integrated playbooks that remove malicious emails
even post-delivery, reverses malicious activities and custom
setups that will enable technical team to scale and be more
efficient, get further transparency with a comprehensive
incident-based view of threats.

v. Equipped with built-in tools to run phishing simulations and
manage training assignments based on individual user
results to educate/train end-users.

vi. Provides preset security policies with recommended
settings on basic or stricter recommendations, with
simplified configuration guidance and tools that help identify
coverage gaps to get and stay secure through its built-in
configuration analyzer.

f. Protection for safe attachments, safe links, message
encryption, rights management, data loss prevention for email
and files.

g. Safeguard data with protection and retention labels.

h. Efficiently find relevant data for compliance and legal
purposes.

i. Built-in security measures such as data encryption, data loss
prevention, multi-factor authentication, and compliance with
industry standards.

3. Collaboration and Communication Tools:

a. Cloud storage with at least 1TB allocation per user.

b. Collaboration platform that combines unlimited chat, video
conferencing, meetings, file sharing and app integration with
10GB of cloud storage per user and with others in real time on
your own time.

c. Digital canvas for visual collaboration.

d. Simplify appointment scheduling and management.

4. Integration & Extensibility:

a. Includes features to enable users to create custom workflows,
data visualizations, and applications that can be integrated
with the solution

b. Provides extended functionality by integrating with third-party
applications and services.

c. Accelerate creating, reviewing, and signing contracts and other
business-critical documents with Al-powered, end-to-end
document management.

d. Automate workflows to simplify repetitive tasks.

Terms of Reference: Supply and Delivery of ICT Software Subscriptions for Deskiops and Laptops, Two Hundred Fiffy (250) Desktop Office

Application and Collaboration Tool with Cloud with Defender for the National Security Council

Page 6 of 9



e. Organize teamwork with collaborative task management.
f. High-fidelity data ingestion from various sources.

5. Other advanced features:

a. Professional meeting solution with unlimited meetings with
recordings and transcripts. Host webinars or large-scale
meetings for up to 1,000 attendees up to 30-hours per
meeting.

Split meetings into smaller groups for focused discussions.

c. Virtual backgrounds that make participants feel like they're in
the same room.

d. Automatically translates messages into your preferred
language.

4

Additional Feature:

An additional 5TB secured cloud storage for sharing and
collaboration

D. BIDDERS QUALIFICATION

The required documents shall be submitted as part of the bidding documents:

D.1. The bidder should have at least Five (5) years’ experience in any IT-related business.

D.2. The bidder must have experience in delivering similar services/solutions within the
Government or Private Sector.

D.3. The bidder must have employed at least a trained and certified system expert on the
brand/solution being offered. A copy of the certificate of employment must also be
submitted.

D.4. The bidder must be Platinum PhilGeps accredited.

D.5. The bidder must be a valid registered SEC IT organization in existence for at least five
(5) years.

D.6. BIDDER CRITERIA AWARD

CRITERIA WEIGHT DESCRIPTION
(%)
Technical 40% Conformance with technical specifications,
Compliance functionality, and performance requirements
Support & 30% Post implementation support, service levels,
Maintenance response time, and issue resolution
Compliance & 10% Adherence to regulatory, legal, security, quality,
Standard and industry standards
Financial Proposal | 20% Total bid inclusive of all incidental services, taxes
and delivery costs

E. WARRANTY AND MAINTENANCE

The warranty and maintenance agreement should be covered by the service level

agreement or SLA between the service provider and customer, that specifies the level of service
that the provider will deliver.
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F. SCHEDULE OF DELIVERABLES

The delivery of the ICT software shall be within Fifteen (15) calendar days or before the

expiration of the existing subscription on 03 July 2026 upon receipt by the supplier of the
corresponding Notice to Proceed (NTP).

G. INSTITUTIONAL REQUIREMENTS
The required documents shall be submitted as part of the bidding documents:

G.1.

G.2.

G.3.

G4

G.5.

The winning bidder shall coordinate with concerned personnel of the TSCD for the
conduct of any activity related to the fulfillment of their obligations to the NSC.

The bidder should warrant that it should conform strictly to the terms and conditions of
these Terms of Reference.

The bidder must be an authorized distributor, reseller, or partner of the manufacturer, a
certification to wit shall be submitted to the Chairman, NSC Bids and Awards
Committee. The certification should be on stationery bearing the letterhead of the
manufacturer and signed by the authorized person representing said manufacturer.

The bidder must submit a copy of the manufacturer’s product brochures, specifications
sheet, manuals etc., as appropriate of all the required equipment and/or systems. Any
of this evidence should be downloadable from the product or manufacturer’'s website or
otherwise verifiable by any means reasonable and acceptable to the Bids and Awards
Committee.

The bidder must provide a point of contact for support and an escalation based on the
warranty certificate:

G.5.1. First tier responder(s) - [Supervisor] contact details
G.5.2. Escalation tier responder(s) - [Manager] contact details

H. REMUNERATION AND TERMS OF PAYMENT

The winning bidder shall be paid following this schedule:

Quarterly Payment
(25% of the Total
IContract)

Within 15 days after completion of the delivery, issuance of the
Inspection and Acceptance Report by the NSC, and submission of the
following documents: a. License; b. Service Request Process and; c.
Escalation Matrix. A Certificate of Acceptance shall be issued by the
NSC Project Management Committee, after inspection by the NSC
Inspection Committee.

The service provider shall be compensated in accordance with the schedule above.

Note that payments to the service provider shall be made after submission by the service
provider of a billing statement, aforementioned documents and upon acceptance and issuance
of certificate of satisfactory service by NSC.

. PENALTY CLAUSE

In case of failure to complete the project within the time specified, a penalty of one-tenth of one
percent (1/10 of 1%) of the total contract price for every day of delay shall be imposed. It is
stated that the delivery of the security equipment shall be made and completed within fifteen
(15) calendar days from the date of the issuance of the Notice to Proceed.
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PREPARED BY: l

- /___w/_ \/\,,‘/
FEDERICO HERI O C. DE LALLANA JA Y/Eys FRANCISCO
End-User Répresentative End-User Representative

REVIEWED AND RECOMMENDED BY:

ATTY.EISSEL D. PANJE‘I/ TS IVELIZABETHZ . DEL MUNDO

TWG-Member TWG-Member
NSS JINANALYN T. VILLAMOR AO Il SARRAH DANE S. LIONG
G-Member TWG-Member

\

\

DIRIV RO T. RACADIO
TWG, Head

APPROVED BY:

NES]OR C. HERICO
Chairperson, Bids iand Awards Committee (BA

C) Deputy Director General, PE

Terms of Reference. Supply and Delivery of ICT Soltware Subscriptions lor Deskiops and Lapiops, Two Hundred Fifty (250) Desktop Office

Application and Coliaboration Tool with Cloud with Delender for the National Security Council e
age




