TERMS OF REFERENCE

Supply, Delivery, Installation and Commissioning of
Hyper-Converged Infrastructure (HCI) for the National Security Council

A. BACKGROUND
A.1 PROCURING ENTITY

The National Security Council (NSC) is the principal advisory body on the proper
coordination and integration of plans and policies affecting national security. It oversees
the implementation of national security policies and directives and has the duty to carry
out planning and coordination of national security related programs (Executive Order
115, series of 1986; as amended by Executive Order No. 33, series of 1992; and Executive
Order 34, series of 2001).

To support the operations of the NSC, the agency intends to procure Hyper-
Converged Infrastructure (HCI) solution specifically designed to simplify infrastructure
management, improve scalability, flexibility, and resource utilization.

A.2 PROJECT OVERVIEW/OBJECTIVES

The NSC intends to procure hyper-converged infrastructure (HCI) inclusive of
comprehensive warranties and support services, to bolster disaster recovery resilience
and secure backup operations.

Objectives of the project:

¢ To deploy and integrates built-in replications, failover and backup capabilities
to ensure the information services remain available during disruptions and that
recovery time and data loss are minimized;

e To ensure consistency and interoperability between primary and secondary
HCI

e To support the secondary site capacity to future proof back up and disaster
risk requirement.

e To acquire an up-to-date, reliable, dependable, and efficient server machines.

A.3 PROJECT SCOPE
Bidders shall comply with the following:

A.3.1. The implementation of the procurement of hyper-converged infrastructure
(HCI) shall be at the Presidential Situation Room.

A.3.2. Supply, delivery, installation and commissioning of brand-new hyper-
converged infrastructure (HCI) server as mentioned in the minimum
technical specifications in Section C.1.
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A3.3.

A3.4.

The project shall cover the warranty, maintenance, and support service for
the HCI to cover at least (1) year on equipment and (2) years in
workmanship.

The project must encompass the provision of comprehensive
documentation and knowledge transfer or training for 8 participants.

B. PROJECT ESTIMATES

B.1 APPROVED BUDGET COST

The NSC intends to apply the sum of THIRTY-SIX MILLION PESOS ONLY (PHP 36,000,000.00)
being the Approved Budget for the Contract (ABC) of the project inclusive of all
applicable taxes.

C. BID REQUIREMENT

C.1 TECHNICAL SPECIFICATIONS

The bidder shall supply, deliver and commission the following minimum technical

specifications:

ITEM

DESCRIPTION QUANTITY

1

Hyper Converged Infrastructure SW 1 Lot
Must be included in the Gartner Leader's Quadrant
for HyperConverged Infrastructure SW

Must be included as a leader in the Forrester HCI
Wave

Must support the following functionalities Day 1:
Supporting heterogenous hypervisors (Vmware,
Hyper-V, etc.)

Can be deployed on both all-flash and NVMe.
Redundancy Factor 2 (RF2)

Deep Compression (LZ4HC)

Data Deduplication

Includes at least 1TB Files/Object Storage capabilty
Application Consistent Snapshots

Client Authentication

REST APIs

Comprehensive search (Dashboard)

Resource Inefficiency Detection and Right-sizing
Capacity Forecast and Planning

Manufacturer Professional Services 1 Lot
Must include the following scope from HCI
manufacturer:
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Design Workshop

Deployment/Expansion of Proposed Nodes
Migration Planning and Execution of at least 50 VMs
from ESX hosts

Self-Service Design Workshop

Operations Design Workshop

Setup for Self Service and Cost Governance

3 Support Services 1 Lot
Support services (HW & SW) must be at least 36
months in duration.

Cloud Management and Monitoring 1 Lot
The proposed management solution should
provide proactive security & software advisory
alerts and should outline the fixes required fto
address the issues.

The proposed management solution should
analyze current configurations & identify potential
issues due to driver & firmware incompatibility.

The management solution should provide
telemetry data collection (server serial numbers, IP
addresses, software installed etc.) to proactively
review customer environment to improve system
uptime.

Server management system should provide an alert
in case the system is not part of OEM Hardware
Compatibility list

The management system should report validation
based on compatibility of server model, processor,
firmware, adapters, operating system and drivers &
share compliance status

The proposed system should have 24*7 support with
automated transmission of support files to the OEM
support center

Site 1 HCI Cluster 1 1 Lot

Must Include components detailed below:

Cluster 1 Nodes 3 Nodes
Must have the following inclusions per node:

At least 2x 2.0GHz/150W 5416S 16C Intel 5th Gen
Scalable CPUs

At least 4 x 64GB DDR5-4800 memory modules

At least 3 x 4TB SSDs
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At least 1600W redundant PSUs

At least 2x 1.9TB SSDs

At least 1 x quad-port 10/25/50G NICs
Licensed for 3 years of HCI

Site 1 ToR Switches (Pair 1) 2 Units
Must have the following inclusions per switch:
At least 6 x 40/100G QSFP28 ports

At least 48 x active 10/25G SFP28 ports

At least 4 x 10G SR transceivers for uplinks

At least 6 x 5m 25G downlinks to HCI nodes

At least 4 x 1Gb Base-T SFP Transceivers
Redundant PSUs

Embedded Management for HCI server nodes

C.2 DOCUMENTATION REQUIREMENTS

The essentfial documentations that are required to be submitted should provide
important information about the HCI solution being offered.

C.2.1 Documentations required from all bidders (two sets - in digital and hard copy):

a) Proposed plan for High-level and/or Low-level Design of Network, and for
installation of Network Components: All bidders should provide a detailed
conceptual or abstract representation of a network architecture that focuses
on the overall structure, components, and inferconnections of the network.
This also includes the specifics and technical details of the network
architecture such as device configuration, deployment of hardware,
installation of software, and the configuration of network devices.

b) Project schedule with Scope of Works: All bidders should provide a project
schedule that details the sequence of activities, milestones, and timeframe
by specific tasks, activities, or deliverables.

c) Compilation of Product Brochures and Whitepapers: All bidders should
provide detailed product brochures and whitepapers that describe the
features, capabilities, and benefits of the HCI solution. These documents
should clearly explain the technical specifications, performance metrics, and
any unique or innovative aspects of their product.

d) System Requirements and Compatibility Matrix: All bidders should provide
comprehensive documentation specifying the system requirements for their
HCI solution, including minimum hardware specifications, supported
operating systems, and virtualization platforms. Additionally, a compatibility
matrix is required to ensure that the HCI solution is compatible with other
software, hardware, and networking components within the NSC's
environment,
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e) Llicensing and Pricing Information: All bidders should provide clear and
tfransparent licensing and pricing information. This documentation should
outline the different licensing models available, including any opfional
features or add-ons, and provide details on pricing structures, support options,
and maintenance agreements.

f) Security and Compliance Documentation: All bidders should provide
information regarding the security features of their solution, including
encryption, access controls, and data protection mechanisms. Additionally,
documentation related to compliance certifications, such as ISO 27001 or
SOC 2 should be submitted to assess the solution's adherence to industry
standards.

C.2.2 Documentations required from the winning bidder:

g) Vadlidated Design Guides: Winning bidder should provide validated design
guides that outline best practices and recommended configurations for
deploying their solution. These guides should provide valuable insights on
hardware requirements, networking, storage, and virtualization setup,
helping the NSC plan and deploy its infrastructure effectively.

h) Deployment and Configuration Guides: The winning bidder should provide
detailed deployment and configuration guides. These documents offer step-
by-step instructions for setting up and configuring the HCI solution, including
network configuration, storage provisioning, virtual machine management,
and integration with existing infrastructure components.

i) Troubleshooting and Support Documentation: The winning bidder should
provide troubleshooting guides and support documentation that help NSC
address common issues related to the HCI solution. These documents should
cover topics such as system maintenance, software updates, system
monitoring, and disaster recovery procedures.

i) Case Studies and References: The winning bidder should share case studies
and customer references showcasing successful HCI deployments. These
documents enable potential NSC network administrators to understand how
the HCI solution has been implemented in real-world scenarios and the
benefits achieved by other organizations.

C.3 TRAINING REQUIREMENTS

To ensure successful implementation and efficient management of the HCI
solution, network administrators and other ICT personnel involved in the management
of the system should receive appropriate fraining. Here are the trainings courses or
topics that should be provided by the winning bidder:

a) Product Overview: ICT personnel should receive a comprehensive training on
the HClI solution's architecture, components, and functionality. This training
provides a high-level understanding of how the solution integrates compute,
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storage, and networking resources, as well as an overview of its management
interface.

b) Deployment and Configuration: Training should be provided on the
deployment and initial configuration of the HCI solution. This includes topics
such as cluster creation, network configuration, storage provisioning, and
virtual machine creation. Network Administrators should be able to learn how
to configure the HCI solution to meet specific performance, capacity, and
availability requirements.

c) Administration/Management and Monitoring: Administrators should be frained
on the management and monitoring capabilities of the HCI solution. This
includes understanding the management interface, monitoring resource
utilization, managing virtual machines, monitoring system health, and
troubleshooting common issues.

d) Data Protection and Disaster Recovery: Training should cover data protection
mechanisms and disaster recovery options provided by the HCI solution.
Administrators should learn how to set up backups, replication, and snapshots
to ensure data integrity and availability in case of failures or disasters.

e) Performance Optimization: Winning bidder should provide training on
performance optimization techniques for the HCI solution. Administrators
should learn how to monitor and analyze performance metrics, identify
bofttlenecks, and tune the system to maximize performance for specific
workloads.

f) Upgrades and Maintenance: Training should be provided on managing
software updates, upgrades, and patching of the HCI solution. Administrators
should understand the best practices for performing non-disruptive upgrades
and ensuring system stability and security.

g) Troubleshooting and Support: Administrators should receive training on
froubleshooting common issues and accessing support resources from the HCI
vendor. This includes understanding log files, identifying and resolving
common problems, and effectively communicating with support teams when
assistance is needed.

h) Security Best Practices: The training should emphasize security best practices
for the HCI solution, including user access controls, configuration hardening,
encryption, and data protection. Admins should understand how to
implement security measures to safeguard the HCI infrastructure and the
data stored within it.

C.3.1. The trainings must be conducted by a Certified HCI instructor with at
least 5 years of experience in HCl implementation and management.

C.3.2. The trainings shall be conducted on-site by an authorized fraining center
of a reputable IT vendor that provides training certifications.

C.3.3. Training materials must be distributed to NSC participants prior to or at
the start of the training session.

C.3.4 The fraining shall accommodate 6 participants from the NSC.

Terms of Reference: Supply, Delivery, installation and Commissioning of Hyperconverged Infrastructure for the National Security Council
Page 6 of 9



D. BIDDERS QUALIFICATION

D.1. The winning bidder must be a certified vendor partner and must provide at
least four (4) local manpower for the installation, assistance, configuration,
infegration and commissioning with the following credentials listed below:

D.1.1. One (1) product engineer that is certified in virtualization and storage
management with at least three (3) years of experience in administering
HCI environments.

D.1.2. Minimum of One (1) network engineer that holds a valid network
certification with experience in network configuration and security.

D.1.3. Minimum of One (1) certified support specialist relevant in IT platforms or
vendor technologies with hands on experience in system maintenance
and troubleshooting

D.1.4. Minimum of One (1) installer or technician with demonstrated
experience in hardware installation, cabling and basic configuration of
HCI
D.2. The Bidder should have at least ten (10) years' experience in [T-related business
operations.
D.3. Unit model must be the latest or current and not in “End of Life” as reflected in

the current product line found in the manufacturer’s official website/brochure.
A Manufacturer’s Certificate for this purpose is required.

D4. Certification from the Brand and product Manufacturer that the brand and
product parts being offered will be available and serviceable for at least one
(1) year after delivery and acceptance.

D5. Bidder Criteria of Award: Technical Compliance —40%
Support and Maintenance - 30%
Compliance and Standard — 10%
Financial Proposal - 20%

E. WARRANTY AND MAINTENANCE

The Bidder shall provide warranty coverage of One (1) equipment and 1 year on
workmanship for the delivered ICT equipment and shall provide a support service of not
more than 8 hours of response time after receipt of call from client during the warranty
period. In case that a delivered ICT equipment cannot be repaired on-site, service units
should be provided and in good working condition.

F. SCHEDULE OF DELIVERABLES

The delivery of the items for the Supply, Delivery, Installation, Commissioning, and
Knowledge Transfer shall be within one hundred eighty (180) calendar days upon receipt
by the supplier of the corresponding Notice to Proceed (NTP).

G. INSTITUTIONAL REQUIREMENTS
G.1. The winning bidder shall coordinate with concerned personnel of the Technical
Support and Cybersecurity Division (TSCD) for the conduct of any activity related to the
fulfillment of their obligations to the NSC.
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G.2.

G.3.

G4

G.5.

G.6

The bidder should warrant that it shall conform strictly to the terms and
conditions of this Terms of Reference.

The bidder must be an authorized distributor, reseller, or partner of the
manufacturer, a certification to wit shall be submitted to the Chairman, NSC
Bids and Awards Committee. The certification should be on stationery bearing
the letternead of the manufacturer and signed by the authorized person
representing said manufacturer.

The bidder must submit a copy of the manufacturer’'s product brochures,
specifications sheet, manuals etc., as appropriate of all the required
equipment and/or systems. Any of this evidence should be downloadable from
the product or manufacturer’'s website or otherwise verifiable by any means
reasonable and acceptable to the Bids and Awards Committee.

The bidder must provide a copy of the Service Level Agreement (SLA) with a
point of contact for support and an escalafion based on the warranty
certificate:

G.5.1. First tier responder(s) - [Supervisor] contact details
G.5.2. Escalation tier responder(s) - [Manager] contact details

All information gathered by the winning bidder shall be protected with a Non-
Disclosure Agreement (NDA). All products/outputs of the winning bidder
relative to the Project shall be submitted to the NSC for safekeeping.

H. REMUNERATION AND TERMS OF PAYMENT

The Payments for the services rendered by the winning bidder shall be made in
accordance with the schedule below:

10% of Total Mobilization shall be paid by the ENTITY to the SUPPLIER after
Contract Price receipt of the NTP and conduct of kick-off meeting. The SUPPLIER
less 5% shall also submit the revised Work Breakdown Schedule or Work
Retention Fee Plan.

70 % of Total Seven (7) calendar days after the Supply, Delivery and

Contract Price Commissioning of the HCI and submission of the following: 1) Billing
less 5% Statement; 2) Inspection and acceptance Report.

Retention Fee

20 % of Total Seven (7) calendar days after the conduct of Training and

Contract Price submission of Training Report.

less 5%

Retention Fee

5% Retention fee | Shall be paid to the SUPPLIER after the one (1) year warranty
for the first and period.
third payment

The payments to the winning Bidder for each of the milestone/output/activity
specified above shall be made after submission by the Service Provider of a billing
statement, and upon acceptance and issuance of certificate of satisfactory service by
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NSC. Each output/milestone is subject to 5% retention fee to be released after the
warranty period of one (1) year.

I. PENALTY CLAUSE

In case of failure to complete the project within the time specified, a penalty of one-tenth
of one percent (1/10 of 1%) of the total contract price for every day of delay shall be
imposed. It is construed that the supply, delivery and commissioning of the various ICT
equipment shall be made and completed within one hundred eighty (180) calendar days
from the date of the issuance of the Notice to Proceed.

PREPARED BY:

Federico Heriberto C. De la Llana Jayvee Francisco
End-User Representative TWG -ICT Member

Leah Grace Tacadena
ICT Consultant

APPROVED BY:

Nestor C. Herico
Chairperson, Bids and Awards Committee
Deputy Director General, PE
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