TERMS OF REFERENCE
SUPPLY, DELIVERY, INSTALLATION, TESTING AND COMMISSIONING OF

SECURE ENTERPRISE WIRELESS NETWORK INFRASTRUCTURE SOLUTION FOR THE

NATIONAL SECURITY COUNCIL NEW BUILDING

BACKGROUND

A.1  PROCURING ENTITY

The National Security Council (NSC) is the principal advisory body on
the proper coordination and integration of plans and policies affecting
national security. It oversees the implementation of national security policies
and directives and has the duty to carry out planning and coordination of
national security related programs (Executive Order 292, series of 1987; as
amended by Executive Order No. 33, series of 1992; and Executive Order
34, series of 2001).

A.2 PROJECT OVERVIEW/OBJECTIVES

The NSC infends fo procure, impiemeni and manage a reiiabie,
scalable and secure wireless network infrastructure for the new building
that supports the agency’s operational requirements. This is fo ensure secure
connectivity while enabling the safe management and control of
employees' devices including BYOD and loT devices. It will also protect the
agency’s organizational data and network resources from unauthorized
access, cyber threats and potential vulnerabilities.

A3 PROJECTSCOPE

Bidders shall comply with the following:
A.3.1. Implementation of secure wireless connectivity for the new

NSC building located in Quezon City.

A.3.2. Supply, delivery, installation and commissioning of all
necessary components with accessories required for fhe
deployment as mentioned in the minimum technical
specifications.

A.3.3. Moke a comprehensive test to ensure the wireless
infrastructure meets the operational and security requirements.
A.3.4. Upon Successful testing the supplier shall demonstrate and
provide training for the TSCD personnel with the following
coverage:

a. Wireless Network Management

b. Sysiem Moniioring and froubieshoofing
c. Security Policy Administration

d. Basic Maintenance procedures.
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A.3.5. The project shall cover at least one (1) year warranty for the
supplied equipment. Technical support during warranty period
and replacement or repair of defective equipment.

B. PROJECT ESTIMATES

B.1 APPROVED BUDGET COST

NSC intends to apply the sum of EIGHT MILLION FIVE HUNDRED
THOUSAND PESOS (PhP8,500,000.00) being the Approved Budget for the
Contract (ABC) of the project inclusive of all applicable taxes.

C. BID REQUIREMENT

The NSC shall select a qualified PROVIDER for the supply, delivery,
installation and commissioning of secure enterprise wireless network
infrastructure to the NSC new building.

C.1

ITEM DESCRIPTION ABC

A |Secure Enterprise Wireless Network Infrastructurel Php8,500,00.00

C.2 TECHNICAL SPECIFICATIONS:

ITEM DESCRIPTION QUANTITY
SECURE NETWORK GATEWAY -1 UNIT

CPU: Eight Core 2.0 GHz Intel Xeon CPU.
Delivers 36 Gbps routing for everyday iPerf3-
bidirectional traffic and over 26 Gbps of
firewall throughput

Network Ports: 11 Independent 1G, 2.5G, and
10G ports. Maximum port flexibility - with 1G,

2.5G, and 10G Ethernet configurable as WAN T UNIT
or LAN across the combination of 11 RJ45

and SFP ports

Expandability: 1 x PCle 3.0 x8 port for half-
length low-profile cards and 1 xPCle 4.0 x16
port for full height three-quarters length cards

N KINFA 4

PNl =i o O o — NNONMN AA L m . A QO
QIUyec. 91 £ '\ob INVIVIE ££LOU IVISNCY IVI.L oL

Terms of Reference: Supply, Delivery, Installafion, Testing & Commissioning of Secure Enterprise Wireless Network Infrostructure for the (NSC
New Building) National Security Council

Page 2|7



Memory: 32 GB DDR4, ECC, 3200MHz via 2x
16 GB UDIMM

Power: Dual hot-swappable PSU bays. 1 x
Internal 500W PSU (hot-swappable) included,
110V/240V AC input

Cooling: Active - 7x chassis fans at the rear
of the enclosure

ACCECS CSWITCH
M S ey S IV w0

720DP x 24 x 1G POE, 4x10G SFP switch, exp
mem, front to rear air, 2 460W AC

1 year customer service Software & NBD
Hardware Replacement/Same Day Ship for
CCS-720DP-24S series

1 year cloud management as-a-Service SW
Subscription License for 1Switch. Fixed 1G/mG
Group 2 Platforms. Includes E, FLX-L.

6 UNITS

WIRELESS ACCESS POINTS

C-330 Tri band 2x2:2 802.11ax (WiFi 6E)
access point with internal antennas, dual 2.5
GDbE interface and dedicated

Wi-Fi 6E multi-function radio

12X10GBASE-SR SFP+ (ShortReach)
1 year Cognitive Cloud SW Subscription
License for 1 x Wireless Access Point

1 year customer service NBD Hardware
Replacement/Same Day Ship for 1 x Wireless
Access Point

HORIZONTAL CABLING

The project involves the supply, installation,
termination and testing of the structured
cabling to support the wireless equipment
from ground floor up to the penthouse level of
the building including the elevator shaft.
All required works areas, network rooms

and distributions points within these floars
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shall be included in the installation.

Proper labeling of all cables, patch panels
and ports.

As-built documentation with network port
identification for reference and easier
maintenance and troubleshooting.

D. BIDDERS QUALIFICATIONS:

D.1. The bidder must have the following certifications and must be
employed in the company for at least five (5) years.

D.1.1 Certified Internetwork Expert in Security for at least 10 years.

D.2 Unit model must be current and not in “End of Life” as reflected in the
current product line found in the manufacturer's official
website/brochure. A Manufacturer's Certificate for this purpose is
required.

D.3 Cerlification from the Brand and product Manuiaciurer ihai ihe
brand and product parts being offered will be available and
serviceable for at least one (1) year after delivery and acceptance.

D.4 The bidder must present a wireless heat map plan to determine
Wireless coverage, interference and capacity for proper access
point placement

D.5 Training / Knowledge Transfer must be provided with a cerfified
instructor of the brand being offered four (4) TSCD personnel as
mentioned in project scope A.3.4.

D.6 Documentation:

D.6.1. Two (2) sets of the following in digital and hard copy:
Proposed plan.

D.6.2 Two (2) sets of the following in digital and hard copy:
Project schedule with Scope of Works.
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E WARRANTY AND MAINTENANCE

The Bidder shall provide warranty coverage of 1 year on
equipment and workmanship and shall provide a support service of not
more than 8 hours of response time after receipt of call from client
during the warranty period.

F SCHEDULE OF DELIVERABLES

For the Supply, Installation, Testing & Commissioning of Secure
Enterprise Wireless Network Infrastructure (New NSC Building) of NSC
shall be within one hundred eighty (120) calendar days upon receipt by

G. INSTITUTIONAL REQUIREMENTS

The required documents shall be submitted as part of the bidding
documents:

G.1 The winning bidder shall coordinate with concerned personnel of
the Technical Support and Cyber security Division (TSCD) for the
conduct of any activity related to the fulfillment of their
obligations to the NSC.

G.2 The bidder should warrant that it shall conform strictly to the terms

and conditions of this Terms of Reference.

G.3 The bidder must be an authorized distributor, reseller, or partner of
the manufacturer, a certification for which shall be submitted to
the Chairman, NSC Bids and Awards Committee. The certification
should be on stationery bearing the letterhead of the
manufacturer and signed by the authorized person representing
said manutacturer.

G.4 The bidder must submit a copy of the manufacturer’s product
brochures, specifications sheet, manuals etc., as appropriate of
all the required equipment and/or systems. Any of this evidence
should be downloadable from the product or manufacturer’s
website or otherwise verifiable by any means reasonable and
acceptable to the Bids and Awards Committee.

G.5 The bidder must provide a point of contact for support and an
escalation based on the warranty certificate:

G.5.1. First tier responder(s) - [Supervisor] contact details
G.5.2. Escalation tier responder(s) - [Manager] contact details
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G.6  BIDDER CRITERIA AWARD:

CRITERIA | WEIGHT DESCRIPTION
(%)

Technical 40% Conformance with technical specifications, system

Compliance architecture, functionality, and performance
requirements

Support & 30% Post implementation support, service levels,

Maintenance maintenance plans, response time, and issue
resolution

Compliance & 10% Adherence to regulatory, legal, security, quality, and

Standard industry standards

Financial Proposal 20% Toal bid inclusive of all incidental services, taxes and
delivery costs

H. REMUNERATION AND TERMS OF PAYMENT

The winning bidder shall be paid following this schedule:

15% of Total Contract Price Mobilization: After the kick-off meeting and
submission of the revised Work Breakdown
Schedule or Work Plan and other necessary
documentations required from the winning

bidder.

70% of Total Contract Price One month after the Supply, Delivery, installation,
testing and commissioning and submission of a
Certificate of Acceptance Test by the End-User

15% of Total Contract Price Two (2) weeks after the conduct of
training, submission of ftraining report by the
supplier and issuance of Certificate of Inspection |
and Accepfance by the NSC Inspection and
Accepiance committee.

Payments for the services rendered by the Service Provider shall
be made in accordance with the schedule. Note that payments to the

Fmv A L T 1 e e T e N T P |
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Service Provider
below shall be made after submission by the Service Provider of a billing
statement, and upon acceptance and issuance of certificate of
satisfactory service by NSC. Each output/milestone is subject to a 5%
retention fee to be released after the warranty period of one (1) year
and issuance of Certificate of Final Acceptance.

l. PENALTY CLAUSE

In case of failure to complete the project within the fime
specified, a penalty of one-tenth of one percent (1/10 of 1%} of the total
contract price for every day of delay shallbe imposed. It is stated that for
the Supply, delivery, installation, testing and commissioning of the
Secure Enterprise Wireless Network Solution for the NSC shall be made
and completed within one hundred twenty (120) calendar days from
the date of the issuance of the Notice to Proceed.

Terms of Reference: Supply, Delivery, installation, Tesfing & Commissioning of Secure Enferprise Wireless Nefwork Infrastructure for the (NSC
New Building) Nafional Security Council

Page 617



Prepared by:

QO
Federico H erfo C. De La Llana Chrisjopheér Agierda
End-User Representative End&User Representative

ge S. Francisco Leah Grace M. Tacadena
BAC, ICT-TWG ICT Consultant

Approved by:

NESTPOR C. HERICO
Chairperson, Bids and Awards Committee
Deputy Director General, PE
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